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The Original ARPANET, Dec. 1969 
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(1972-73) Simulation of Arpanet NCP and Cyclades Protocols in Simula-67  
Sequences of events in virtual time 

  causal relationships 
   causes of desynchronization  

End port buffers occupancy  
 results of desynchronization  
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V. Cerf, R. Kahn, 1974 
Original publication on TCP 
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“ The Internet would have emerged even if 
none of those folks had ever been born! It was 

“in the air” and awaiting the technology 
to catch up with the vision.” 

Leonard Kleinrock 
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1970s: AlohaNet (Hawaï), packet-radio, Ethernet (Xerox Parc) 

May 1973, Bob Metcalfe wrote 
a memo describing the Ethernet  
(IEEE 802.3 standard in 1983) 

In late 1980s and 1990s, 
numerous deployments (submarines, surface 

vessels, Ariane launchpad in 
French Guiana, etc.) 

In the1980s, deterministic version 
of Ethernet patented by INRIA ► 
(requested by the French Navy) 
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◄  Internet 
   Map in 1999 

◄  Internet 
       in Planet Earth 

     neighborhood 

▲ Prédictions 
françaises 

en 2008 

Post 1983 (replace or enrich?) 
Ethernet 

Real-time (deterministic) 
Ethernets everywhere: 

Nowadays: 
Ethernet all over the world 

Offices, factories,  
homes, cars (CAN), 

plants, etc. 

Assertions by Big Auto 
(GM, etc.), the MAP 

initiative ≈ 1980s: 
Ethernet not for real-time, 

token bus is perfect.  

TOR atop 
Internet 
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Digital Invasion 

 

Internet 
Human Centric Activities 

Cyber networks  
utilisés par les humains, situés à l’extérieur de ces réseaux   

Web Social nets 

Cyberphysical networks  
les humains graduellement intégrés à l’intérieur des réseaux 

(digital « black hole » or expanding digital universe?)   

 
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Digital Invasion 

 

Vanets 
Vehicular Ad hoc 

Networks 

Humans surrounded by digital devices 
Humans wear digital prostheses 

Humans within digital prostheses (automated vehicles)  
 

Cyberphysics  
 Augmented Human Capabilities 

● ● ● ●  

● ● ● ●  IoT 
Internet 

of Things 
Body Area 
Networks 

Banets 

Beyond Robotics      and Asimov laws 
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≈ 0 fatalities    ≈ 0 severe injuries   

Réseaux spontanés de véhicules automatisés 

Domaine applicatif ≈ tous les humains enjeux sociétaux majeurs 

SAFETY 

automation 
control 

safety 
enginering distributed 

computing 

human & 
 social sciences 

communication 
networks 

Lessons learned from Internet & Ethernet % wireless nets   
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• Privacy? (passive adversaries): No personal data can be 
inferred or extracted from cyber-centric information (wireless  
communications), from physical-centric information (paths  
and routes followed by vehicles). 
 
• Cybersecurity? (active adversaries): Mobility, safety, not 
compromised by internal/external cyberattacks (masquerading, 
Sybil attacks, man-in-the-middle attacks, message falsification, 
injection of bogus data, intrusions, replay attacks, DoS). 

Big browser is watching you 

Robotics + 
WiFi broadcast ≈ 300 m 

This is what Big Auto has in store for us: V2X standards 

Réseaux spontanés de véhicules automatisés 
 
• Safety? So far: 4 fatalities, dozens of severely injured  
passengers in hospitals. 

CAV (vehicules 
autonomes connectés) 
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assistance  

  Cyber Attacks with CAVs/V2X 

Safety or/and mobility 
compromised by 
remote unknown 
cyberattackers  

The Illegal $5 WiFi Jammer 
for iPhone & Android    

congestion  terrorist attacks  

  
Hackers Remotely Kill a Jeep 
on the Highway—With Me in It 

https://www.youtube.com/watch?v=xYeQvMEtyBs
https://www.youtube.com/watch?v=xYeQvMEtyBs
https://www.youtube.com/watch?v=xYeQvMEtyBs
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Who collects, stores, processes, mines, resells, personal data? 
Reasons? For how long? Responsibilities in case of hacking?   

Facial recognition  
Continuous 

cybersurveillance 

INTERNAL CYBER-ESPIONNAGE WITH V2X 
Janusian justification: for assisted driving (ADAS)  

       EXTERNAL EAVESDROPPING           
In addition to:   

Privacy Threats with CAVs/V2X 
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Réseaux véhiculaires ad hoc ≈ formations 
spontanées d’oiseaux (flocks/swarms) ?  

  

 

This is what Research has in store for us: CMX functionalities 
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This is what Research has in store for us: CMX functionalities 

 0 atteinte à la vie privée 

Major vulnerabilities 
with CAVs eliminated   

 0 interventions humaines 

N° 9297 
 16/10/2019  
 RITS 

Cyberphysical Constructs and 
Concepts 

for Fully Automated Networked 

Vehicles      
  

Gérard Le Lann 

 Innocuité absolue théorique 
    (≈ 0 morts, ≈ 0 blessés graves) 

Next-Gen Vehicles ↔ Robotics + CMX (mobile edge computing) 

 Cyberattaque locale: irrationnelle 

 0 cyberattaque distante 
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Mise en perspective 

Géosphère (≈ 4,5 M.années)  

Biosphère (Bactéries ≈ 3,8 m.années / Homo rudolfensis 
≈ 2,9 m.années / Homo habilis ≈ 2,5 m.années) 

Humano-biosphère (Homo sapiens ≈ 200.000 ans / Sumériens 
≈ 9.500 ans) : les humains transforment la biosphère  

Noosphère : les humains se 
transforment eux-mêmes 

et externalisent leurs 
capacités cognitives 

les tâches physiques ou cognitives 
consomment du temps humain 

Internet = innovation 
majeure dans l’aventure 

humaine  
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