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=» causal relationships

'=» causes of desynchronization

Verification and Evaluation of
Communication Protocols
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Cyclades anmznie: setwork were ismed i Movember
L0201t weas feli necassary Lo invest some effort In
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gven Lo lhe Computer Network Grous of TRISA
(nszitnr de Recheicar en Informarique 61 Syslémes
Aldatoiresp Resulis of Uds work lod to the definltion
of o zew tansport wrotezol, end are sepottad lu
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have een blosuming, specially iesids IFIP WG 6.1
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End port buffers occupancy
=» results of desynchronization
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V. Cerf, R.

Kahn, 1974

Original publication on TCP

the seguienr, ten the BV flag sould also be son
Ihe EM tlag is also set on the last segmens of a
mssage, if the w could ot be contaited in
ong sopment Lhese owa flags azc used by the
destinatian I respeesively, o discaver the
presense o7 a check sum for a viven segment and to
discaver that a camplew message has arcived,

The B2 and EM tlags in the interaersmorl heade:
are known 1o roe oatEway and are of spoedal
Impoitance when packsts mst be splic apart from
propagation theough the next lacal netwerk. We
illusteate thelr nse with an example in Fig, 9,

The arizinel messepe A I Pl 9 is shewn split
into two seconents o) and Ay o loonatted by the
TCP into o pair ol Infernetwank packets, Packets . 4
aml lave thele LS bits ser, and A bas its BM bit
selous well When packet 4, pasées thravgh the
Garkray, il s splil Do v pleces: packel Ay for
which nciﬂum LA por LS bits are ssl amd paclen
Ao whone S bit is set, Similarly, packel A» iz split
such bl the (s plece. packet ;'1.,, has neither bt
sl bul packet Bz both sel. The sequence
number [eld (SEC and e byle count [eld (CT) of
euch pachet i modiled by te v o propery
identidy [he lext byles ol each pucksl. The gareeas
need only examine e inemetsork header (o di
Tragmenlulion.

=

Lhe  destinstion CTCE,  upon teassermblng
sesoent ;JJ, will deteet the B flag and wall vu"ﬂ‘_\-
the clck sum it knoses is eoreained in packet A,
Ulpen peecipn of packst Axs, assoming all ochor
paclkets have arived, the destizarion LCI detcets
o i b reaseembles a complee messaze and can
s wdvise the destioation process ol ils recelon

BETEAMSMISSHON ANITIPLICA TR
DIETECTTI b

S benserissien v be 100 pereent reliable, We
propise o limeoul and positive acknew edusinent
mschanism o which will allow TP o mecower Tom
packel lisees fan wne o5 woanate, A TCT’
mnsmils packets and owails Tor ey
Fnekne mienis] thal are coerisd inthe reverse
packel sirmme 10 o wwlolgement. for o
particulat  packel i vecelves,  the 10RO will
Tetransmil. 1 s oor especiaion thar die wose eeel
retransmission wechanise. ich iz doscriped in
the fallowing paragraphs, will net be cdlled upen
vely often i practics, Evidence alicady cxisis® thar
individue] netwerks can be eftcetively conswuetod
without his fe However, the inclusicn of a
HORT ralrs s capability males iv poasibls o
recover 1 oecasional et ,:ru]ﬂtm‘; and
allisws wowide ranae rs poloce] i 1 be
munpulxu:d We envisi y he
Inveskes Loallos weos e accommsdation o 1nrr“L|u:r|l
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“The Internet would have emerged even if
none of those folks had ever been born! It was
“In the air” and awaiting the technology
to catch up with the vision.”

eonard Kleinrock

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 4



1970s: AlohaNet (Hawai), packet-radio, Ethernet (Xerox Parc)

May 1973, Bob Metcalfe wrote
a memo describing the Ethemet
(IEEE 802.3 standard in 1983)

In the1980s, deterministic version
of Ethernet patented by INRIA »
(requested by the French Navy) :;

=> In late 1980s and 1990s,
numerous deployments (submarines, surface
vessels, Ariane launchpad in
French Guiana, etc.)

Gérard Le Lann, INRIA

United States Patent s
Le Lann et al.

111 Patent Numbor:
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_4',84'?,83-5
Jul, 11, 1989

i5d] PROCESS ANMD DEVICE FOR THE
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[*2] Towepenes: Cierard Le Lann, Pacs: Ficree Rading
Lz Ulia, borh of France
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an Informadgye of an Automasique,
Le Chosnay, France

[2!] Appl Moo 220,233

[Z2] Fied: Nor. 5, 1985
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29 Claims, 11 Drawing Sheats

ey A
LI
H =4

LR 2

Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019



Post 1983 (replace or enrich?)

Ethernet

Assertions by Big Auto
(GM, etc.), the MAP
initiative = 1980s:
Ethernet not for real-time,
token bus is perfect.

Nowadays:
Ethernet all over the world

Real-time (deterministic)
Ethernets everywhere:

Offices, factories,
homes, cars (CAN),
plants, etc.

Gérard Le Lann, INRIA

ymity Online

privacy. Defend yourself

<

TOR atop
Internet

Internet

Map in 1999

A Prédictions
francaises
en 2008

Internet

in Planet Earth
neighborhood
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Internet

Web

Human Centric Activities

. N\
Social nets

!

Cyber networks

utilisés par les humains, situés a I"extérieur de ces réseaux

111

Cyberphysical networks
les humains graduellement intégrés a I’intérieur des réseaux
(digital « black hole » or expanding digital universe?)

Gérard Le Lann, INRIA

Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 7
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loT Banets Vanets coss
Internet Body Area  Vehicular Ad hoc
of Things Networks Networks *e° 'j

Beyond RoboticsI and Asimov laws

Humans surrounded by digital devices
Humans wear digital prostheses
Humans within digital prostheses (automated vehicles)

Cyberphysics
=>» Augmented Human Capabilities

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 8



[ Réseaux spontaneés de véhicules automatises ]

Domaine applicatif = tous les humains > enjeux sociétaux majeurs

safety
enginering

s SAFETY ’ social science

distributed
computing

automation
control

communication
networks

= () fatalities =0 severe injuries
Lessons learned from Internet & Ethernet % wireless nets

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 9



[ Réseaux spontaneés de véhicules automatises ]

o Safety? So far: 4 fatalities, dozens of severely injured
passengers in hospitals.

Robotics +
WiFi broadcast=300 m

CAV (vehicules &=
autonomes connectés)

° Pr-ivacy? (passive adversaries): No personal data can be
inferred or extracted from cyber-centric information (wireless
communications), from physical-centric information (paths
and routes followed by vehicles).

Big browser is watching you

 Cybersecurity? (active adversaries): Mobility, safety, not
compromised by internal/external cyberattacks (masquerading, %
Sybil attacks, man-in-the-middle attacks, message falsification, ===
Injection of bogus data, intrusions, replay attacks, DoS).

[ This is what Big Auto has in store for us: V2X standards J

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 10



Cyber Attacks with CAVs/V2X

assistance congestion terrorist attacks
R _ N SO0 e L) _ o=
mw —_— . - ‘ . o e

Hackers Remotely Kill a Jeep
on the Highway—With Me in It

Safety or/and mobility
compromised by
The lllegal $5 WiFi Jammer
for iPhone & Android remote unknown
cyberattackers

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 11


https://www.youtube.com/watch?v=xYeQvMEtyBs
https://www.youtube.com/watch?v=xYeQvMEtyBs
https://www.youtube.com/watch?v=xYeQvMEtyBs

Privacy Threats with CAVs/V2X

In addition to:
jo 3o 3o oot EXTERNAL EAVESDROPPING ¢ ¢ 3o o3 oo o

N

*

*

INTERNAL CYBER-ESPIONNAGE WITH V2X
Janusian justification: for assisted driving (ADAS)

Facial recognition

Continuous
cybersurveillance

Who collects, stores, processes, mines, resells, personal data?
Reasons? For how long? Responsibilities in case of hacking?

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 12



[ This is what Research has in store for us: CMX functionalities J

Réseaux véhiculaires ad hoc = formations
spontanees d’oiseaux (flocks/swarms) ?

portée (= 10-80 m), directionnelle

Algorithmes de coordination distribuée quasi-instantanée

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 13



[ This is what Research has in store for us: CMX functionalities J

Next-Gen Vehicles <» Robotics + CMX (mobile edge computing)
Major Vs|negrabilities |
with CAY Squinated € :

< 0 interventions humaines

Cyberphysical Constructs and

Concepts

® InnOCUité abSOIUE théorique for Fully Automated Networked
(= 0 morts, = 0 blessés graves) Vehicles

@ 0 atteil’lte é Ia Vie priVée Gérard Le Lann

¢ 0 cyberattaque distante

RESEARCH
.~ REPORT

N° 9297

¢ Cyberattaque locale: irrationnelle

RITS

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 14



Mise en perspective

@éa Géosphére (= 4,5 M.années) 1

. b s |
f, LS

Biosphére (Bactéries = 3,8 m.années / Homo rudolfensis
~ 2,9 m.années / Homo habilis = 2,5 m.années) 1

Humano—-biosphére (Homo sapiens = 200.000 ans / Sumériens
~ 9.500 ans) : les humains transforment la biosphére

les taches physiques ou cognitives
consomment du temps humain

Teilhard de Chardin :

Noospheére : les humains se
transforment eux-mémes
et externalisent leurs
capacités cognitives

Gérard Le Lann, INRIA Les 50 ans d’Internet, CNAM, Paris, 29 octobre 2019 15

Internet = innovation
majeure dans I’aventure
humaine

.
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